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[BGIRSVYOI, H00, GRO7, GGHRSW 3]

status. It's complicated

— candidates

[GGHRSWI13, GGHI3, CLTI13, BRI3, BGKPSI4, CLTIS, ...]

— attacks

[CHLRS15, CGHLMRSTI5, CLLTI6, CLLT17, ADGMI17, CGH17,...]
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[BGIRSVYOI, H00, GRO7, GGHRSW 3]

status. It's complicated

crypto COMPLETE

=> functional encryption
full domain hash
unrestricted fully homomorphic encryption

hardness of Nash equilibrium
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from LWE?

candidates, proofs, and attacks
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— read-many My = [[ My, o0

xl=n</{

— captures both logspace and NC!
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branching programs

(1—a1) (1—ay) -+ (1—ay)
(a1) (@) - (ar)
evaluation. acceptiff My = [[M,,, =0

example. accept iff X £ a (1 x 1 matrices)
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[Gentry Gorbunov Halevi 15, Canetti Chen 17, ...]

AO need a trapdoor to sample short pre-image of Ag
-1

Ay (M p®81p ) M:,®Ss0
-1

A, ( M1,1®S171 ) My ® SQ,l

evaluation. M, ® S,
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(ll X I)AO
Ay (M1 ®@810)A1) Ap (Mo ® S20)A0)

Ay (M11 ®S11)A1) A7 (M2 ® S21)A0)

candidate obfuscation for NC! !

[GGHRSWI13, HHRS17, ...]
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obfuscation via GGHI5
[Gentry Gorbunov Halevi 15, Canetti Chen 17, ...]

(ll X I)AO

Ay (Mo ®S10)A1) Ap' (Moo ® S20)As)

Ay (M11 ®S11)A1) A7 (M2 ® S21)A0)

?
Q. O(u, {M;}) = O(v',{M],})
if VX :uMy = 0 <= uM, =0
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secure J(permutation)

[Canetti Chen 17, GKW 17, WZ17]
Ay

Ay (M1 ®@810)A1) Ay (Mo ® S20)A0)

Ay (M11 ®S11)A1) Ap' (Mo ® S21)A0)

corollaries.
— private constrained PRFs [canetti Chen 17]
— lockable obfuscation [Goyal Koppula Waters, Wichs Zirdelis 17]

— traitor tracing [Goyal Koppula Waters 18, CYWWW 18]
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[Canetti Chen 17, GKW 17, WZ17]

AO 3 Al 3 A2
((Ma ® Sy0)Az)

lemma. ~. random, for permutation matrices

proof. <— [Bvwwi6]
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[Canetti Chen 17, GKW 17, WZ17]

AO7 A17 A2
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lemma. ~. random, for permutation matrices
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secure J(permutation)
[Canetti Chen 17, GKW 17, WZ17]
Ag, A1, Ay
(M1 ® S10)A1)  uniform

(M1 ®S1.1)A1) uniform

lemma. ~. random, for permutation matrices

proof. <— [Bvwwi6]



secure J(permutation)

[Canetti Chen 17, GKW 17, WZ17]

AO7 A17 A2
(uniform) uniform
(uniform) uniform

lemma. ~. random, for permutation matrices

proof. <— [Bvwwi6]



secure J(permutation)

[Canetti Chen 17, GKW 17, WZ17]

AO7 A17 A2
uniform uniform
uniform uniform

lemma. ~. random, for permutation matrices

proof. <— [Bvwwi6]
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VX:uMX: (* 1)



O(all-reject) revisited

[Chen Vaikuntanathan W 18]

all-reject with non-permutation matrices
corollaries.

— improved efficiency for constrained PRFs,

lockable obfuscation, ...

— key-homomorphic private constrained PRFs



O(all-reject) revisited

[Chen Vaikuntanathan W 18]

all-reject with non-permutation matrices
— first step towards understanding general matrices
— requires new techniques

(M®S)A not pseudorandom
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new computational lemma

A YZ + E) nides Z

A 1( z |+ E )

idea. embed LWE secret into A

“target switching” in [Goyal Koppula Waters 18]
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new computational lemma

A YZ + E) nides Z

Al A 1( z |+ E )

R -U
A, (A U+Z+E)




new computational lemma

A YZ + E) nides Z

Al A 1( z |+ E )

~5 U
—1 .
A5 (uniform)
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secure J(non-permutation)

[Chen Vaikuntanathan W 18]

[% | 1] Ao, S15, Sop, Ag

Aal( M

S10

lemma. ~, random, for any matrices M, ;,
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secure J(non-permutation)

[Chen Vaikuntanathan W 18]

[% | 1] Ao, S15, Sop, Ag

 M20A
A 1
uniform

M2,1X2
Al_l NN

uniform

proof. (1) <—



secure J(non-permutation)

[Chen Vaikuntanathan W 18]
% [ 1] Ao, S1p, Sap, Az

—_— 1, ~  —
A (MyAy)

—_— 1 A —_
A; (MyA;)

proof. (1) <—
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[Chen Vaikuntanathan W 18]

(x| 1] Ag, S1s, Sop, Az

At A (Mz0As)
SLAL VoA

proof. (1) <—



secure J(non-permutation)

[Chen Vaikuntanathan W 18]

[* ’ I] A07 Sl,b) S2,b7 KQ

 MioA

__1 A PR

Ay ( A (Mz0A;)
uniform

 MuiA 1~

At A (M;,14)
uniform

proof. (1) <—



secure J(non-permutation)

[Chen Vaikuntanathan W 18]

[* ’ I] A07 Sl,b) S2,b7 KQ

__1 N —_ __1 A —_
Ag (MiAy) A; (M20A,)
__1 A —_ __1 A —_
Ag (M1,A,) A; (MyA;)

proof. (1) <—



secure J(non-permutation)

[Chen Vaikuntanathan W 18]

AO; SLba SQ,b) K?

__1 N —_ __1 A —_
Ag (MiAy) A; (M20A,)
__1 A —_ __1 A —_
Ag (M1,A,) A; (MyA;)

proof. (1) «— (2) mask A



secure J(non-permutation)

[Chen Vaikuntanathan W 18]

AO; SLba SQ,b) K?

—_— 1 N —_
A (Mi0A,)

—_— 1 A —_
Ag (M1,A,)

proof. (1) «— (2) mask Ay () —



secure J(non-permutation)

[Chen Vaikuntanathan W 18]

AO; SLba SQ,b) K?

uniform XII(MQ,OXQ)

uniform KII(MZJKQ)

proof. (1) «— (2) mask Ay () —



secure J(non-permutation)

[Chen Vaikuntanathan W 18]
AO; SLba SQ,b) A2

uniform uniform

uniform uniform

proof. (1) «— (2) mask Ay () —
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(O(read-once)

[Halevi Halevi Stephens-Davidowitz Shoup 17, ...]

input. read-once program u, {M,;}

output.
(w@ DAo, { AL (Mip ® Sip)A) Yietrpe(o1)

2

evaluation. accept if (uMy @ Sy)A, ~ 0



rank attack

[Chen Vaikuntanathan W 18]

1. eval(x; | y;) =0, ij€ [L]

L? accepting inputs x; | yi

starting point
[CHLRSIS, CLLT16, CGH17]



rank attack

[Chen Vaikuntanathan W 18]

. wj:==eval(x; | y;) =0, i,je€][L]
2, W = (Wl]) e 7ZMxL

starting point
[CHLRSI5, CLLT16, CGH17]




rank attack

[Chen Vaikuntanathan W 18]

. wj:==eval(x; | y;) =0, i,je€][L]

2. rank(W = (w;;) € ZM*F)

[CHLRSI15, CLLT16, CGH17]




rank attack

[Chen Vaikuntanathan W 18]

1. w;; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (w;;) € ZM*F)

[CHLRSI15, CLLT16, CGH17]




rank attack

[Chen Vaikuntanathan W 18]

1. w;; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (wy) € ZEXL)

— % —

— %y —

— % —

yi y2 ... VL
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low norm




rank attack

[Chen Vaikuntanathan W 18]

1. w;; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (wy) € ZEXL)

Y
A% = X full rank
low norm




rank attack

[Chen Vaikuntanathan W 18]

1. w;; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (w;) € ZM*F) = rank(X)




rank attack

[Chen Vaikuntanathan W 18]

1. w;; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (w;) € ZM*F) = rank(X)

llMx1 & le | €1
llMx2 X Sx2 | ()

llMxL (9 SxL ‘ e




rank attack

[Chen Vaikuntanathan W 18]

1. w;; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (w;) € ZM*F) = rank(X)

uM,,
uM,,

uM

93
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- O(sizec) attack for read-c [abGMi7, cLTTI7]



rank attack

[Chen Vaikuntanathan W 18]

read-many
- O(sizec) attack for read-c [abGMi7, cLTTI7]

— can be avoided by setting c very large
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simple obfuscation candidate

[Chen Vaikuntanathan W 18]

input. read-many program u, {M; ,}

output.
(0@ DA, { AL ((Mip © Si6)A0) et pefo0.1)
M,
M , = R} RY)e{0,1}2x2

) . input consistency
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[Chen Vaikuntanathan W 18]

input. read-many program u, {M; ,}

output.
(8@ DAg, {AT(Mip ® Sip)A) Yicirbe(0)

status.

— secure in idealized model [Bartusek Guan Ma Zhandry 18]



simple obfuscation candidate

[Chen Vaikuntanathan W 18]

input. read-many program u, {M; ,}

output.
(8@ DAg, {AT(Mip ® Sip)A) Yicirbe(0)

status.
— secure in idealized model [Bartusek Guan Ma Zhandry 18]

— tweaks against statistical tests [cheon cho Hhan Kim Lee 19]



O obfuscation

some thoughts
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obfuscation: small steps

I. weaker primitives from LWE

— lockable obfuscation, mixed FE, ...

2. targets for crypt-analysis

— minimal work-arounds

3. candidates from “crypt-analyzable” assumptions

// merci!



